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Abstract: To solve the problem of the optimal strategy selection for moving target defense, the defense strategy was de-
fined formally, the defense principle from the perspective of attack surface shifting and exploration surface enlarging was
taken into account. Then, network attack-defense behaviors were analyzed from the sight of dynamic confrontation and
bounded information. According to the analysis of attack-defense game types and confrontation process, the moving tar-
get defense model based on signaling game was constructed. Meanwhile, the method to quantify strategies was improved
and the solution of perfect Bayesian equilibrium was proposed. Furthermore, the optimal defense strategy selection algo-
rithm was designed by the equilibrium analysis. Finally, the simulation demonstrates the effectiveness and feasibility of
the proposed optimal strategy and selection method.
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